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Code Summary

The offchange escrow program is a Solana-based dark pool escrow protocol built with the Anchor framework
for trading SPL and compatible Token-2022 tokens against native SOL. It enables users to place resting buy
and sell orders on-chain while keeping their target execution price and payout destination hidden behind a
cryptographic SHA-256 commitment. An authorized off-chain matching authority coordinates order discovery
and reveals the committed parameters at the time of settlement, ensuring that funds can only move according
to the exact terms committed to by the order creator.

Architecture and Mechanics

¢ Cryptographic Commitments: When creating an order, the maker provides a 32-byte SHA-256 hash
derived from the order price (denominated in lamports per 1,000,000 token base units), the designated
payout public key, and a 32-byte secret salt. During trade execution, these parameters are revealed on-
chain and verified against the stored commitment.

e Escrow Storage: Sell orders initialize an order Program Derived Address (PDA) alongside a dedicated
SPL token vault PDA that holds the maker's deposited tokens. Buy orders initialize an order PDA that
directly holds the maker's escrowed native SOL lamports.

¢ Token Standard Support: The protocol supports standard SPL tokens and Token-2022 mints. For
Token-2022 assets, the program enforces a strict extension whitelist (allowing extensions such as
metadata, group pointers, interest-bearing configs, and scaled Ul amounts) to ensure that transfer fees or
transfer-blocking hooks cannot interfere with escrow accounting.

¢ Settlement and Midpoint Crossing: Trades can be settled either via direct taker fills ( fill sell and

fill buy ), which execute at the resting order's committed price, or via order crossing ( cross ), where

two compatible resting orders ( buy price >= sell price ) are matched against each other at the exact
midpoint of their committed prices. Orders support partial fills, and once an order is completely filled, its
escrow accounts are automatically closed and rent is refunded to the maker.

¢ Fee Structure and Administration: A global Config PDA tracks the protocol administrator, the
authorized matcher public key, the fee recipient wallet, the fee rate in basis points (capped at 100 bps or
1%), and a circuit-breaker pause state. Protocol fees are deducted from the SOL leg of every trade.

¢ Unrestricted Cancellations: Makers retain full custody rights to cancel their open or partially filled
orders at any time—even when the protocol is paused or after the order has expired—reclaiming all
remaining tokens or SOL along with account rent.

Actors

e Maker: A trader who creates resting buy or sell orders by locking SOL or tokens in escrow with a hidden
price commitment, and who can cancel their orders to reclaim funds and rent.

¢ Taker: Atrader who fills a resting buy or sell order by supplying the counter-asset in a transaction co-
signed by the matcher.

e Matcher: An authorized off-chain server or relayer that holds order preimages, co-signs taker fills, and
executes midpoint crosses between compatible resting orders.

Entry Points

e open sell : Allows a Maker to initialize a sell order PDA and transfer SPL or Token-2022 tokens into a
newly created escrow vault PDA with a price commitment and expiration timestamp.
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e open_ buy : Allows a Maker to initialize a buy order PDA and transfer native SOL lamports into the order
account with a price commitment and expiration timestamp.

e cancel sell : Allows a Maker to cancel their sell order at any time, transferring all remaining tokens from
the vault back to the maker and closing both the vault and order accounts to refund rent.

e cancel buy : Allows a Maker to cancel their buy order at any time, closing the order PDA and returning
all remaining escrowed SOL and rent lamports to the maker.

e fill sell : Allows a Taker, co-signed by the Matcher, to buy tokens from a resting sell order by
revealing the seller's commitment, paying SOL to the seller's payout address and the protocol fee wallet,
and receiving tokens from the escrow vault.

e fill buy : Allows a Taker, co-signed by the Matcher, to sell tokens into a resting buy order by revealing
the buyer's commitment, transferring tokens to the buyer's payout token account, and receiving escrowed
SOL net of protocol fees.

e cross : Allows the Matcher to match and settle a resting sell order and a resting buy order at the
midpoint of their committed prices, transferring tokens from the sell vault to the buyer's payout token
account and transferring SOL from the buy order to the seller's payout wallet and the fee wallet.
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Code Diagram

Users
Makers / takers

maker signs

Maker Entrypoints
- open_sell()
- open_buy()
- cancel_sell()
- cancel_buy()
Cancels work while paused

Escrow Accounts
Order PDAs: commitments
Buy orders: escrowed SOL

Sell vaults: escrowed tokens

fund / settle / refund

Off-chain Matcher
Authorized server

fills: taker signs required signer

Settlement Entrypoints
- fill_sell()
- fill_buy()
- cross() (midpoint)
Reveal price, payout and salt

offchange_escrow
Solana / Anchor program
SHA-256 reveal verification
Atomic settlement

configure / enforce

\ 4
Config PDA
Admin / matcher authorization
Fee wallet / fee cap 1%
Pause control

NETHERMIND

Powered by {7; SECURITY

Admin
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- set_config()
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4+ 1 of 3 Findings e programs/offchange_escrow/src/lib.rs

init_config is permissionless and can be front-run to seize the admin, matcher and fee wallet =
edium
roles

Context

init config creates the singleton Config PDA ( seeds = [b"config"] ). It writeS admin , matcher ,

fee wallet and fee bps . Every fill, cross and open reads this config. Only config.admin can later change it
through set config . The documentation states the deployer/admin is expected to call init config after
deployment.

// File: programs/offchange_escrow/src/lib.rs
#[derive(Accounts)]
pub struct InitConfig<'info> {
// @auditagent> any signer can initialize
#[account(mut)]
pub admin: Signer<'info>,
#[account(init, payer = admin, space = 8 + Config::INIT_SPACE, seeds = [b"config"],
bump) ]
pub config: Account<'info, Config>,

Root Cause

The InitConfig accounts struct only requires an arbitrary admin: Signer paying for an init account. Nothing
binds the signer to the program's upgrade authority or to a hardcoded deployer key. The handler sets

c.admin = ctx.accounts.admin.key() . The first transaction to reach the cluster becomes the permanent admin.
Because the PDA is a singleton with fixed seeds, the legitimate deployer's later init config fails with an
already-initialized error.

Impact

An attacker watching for the program deployment can call init config first. They become admin , set matcher
and fee wallet to their own keys, and set fee bps to the 1% maximum. They can also pause the protocol at
will. The real off-chain matcher can then no longer co-sign fills or crosses. If the team does not notice and users
start trading, every fill pays protocol fees to the attacker. The team cannot recover the config through the
program itself and must ship a program upgrade to fix it. Funds already escrowed in orders remain cancellable
by their makers, and the attacker cannot alter committed prices or payouts.

Severity Note:

- No order account can be created until Config exists, so the initialization race cannot take escrowed coins or
SOL. Makers can always cancel, including while paused, and a fill still has to match the maker’s price and
payout commitment.

- Fee diversion is capped at 1% and occurs only if this deployment is used for fills or crosses after initialization
was lost. A failed init_config is visible to the deployer before any user funds arrive.

- The seized Config cannot be repaired inside this program. Fixing it requires a program upgrade or a new
program id; this source does not show whether the upgrade authority is still held.
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4+ 2 of 3 Findings e programs/offchange_escrow/src/lib.rs
Emptying fee_wallet disables fee-bearing settlements below the recipient rent minimum Low
Context

fill sell pays fees through sol from signer and the System Program. fill buy and cross instead credit
the configured fee wallet through move lamports . The recipient is an unchecked writable account bound only
to the configured public key.

// File: programs/offchange_escrow/src/lib.rs
if fee > 0 {
// @auditagent> Fee recipient rent unchecked
move_lamports(&order_info, &ctx.accounts.fee_wallet.to_account_info(), fee)?;

Root Cause

All three settlement paths attempt every positive fee payment without accounting for the recipient's rent
transition. If a data-empty System account has zero lamports, crediting a positive amount below its rent-exempt
minimum produces a prohibited rent-paying account and the transaction fails. This condition can be
manufactured by an independently controlled fee collector withdrawing its entire wallet balance; it need not arise
only from an initially unfunded configuration.

Impact

A fee collector without administrator or matcher privileges can make ordinary fee-bearing trades fail by leaving

fee wallet empty. At the standard 890,880-lamport minimum for a data-empty account, a 10,000-lamport trade
with a 1% fee attempts a 100-lamport credit and fails. The failure affects both System Program payments and
direct escrow payments. Settlements roll back atomically, so escrow principal is not lost, but matching is
degraded and failed transactions can cost fees. Funding the recipient, changing configuration, or a sufficiently
large payment restores availability; zero-fee fills are unaffected.
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4+ 3 of 3 Findings e programs/offchange_escrow/src/lib.rs
set_config can irreversibly replace the administrator with an unusable address Info
Context

set config authenticates the current administrator and immediately overwrites Config.admin with an
instruction argument. The supplied program has no separate administrator-recovery path.

// File: programs/offchange_escrow/src/lib.rs
let ¢ = &mut ctx.accounts.config;

// @auditagent> Successor control is unverified
c.admin = admin;

c.matcher = matcher;

c.fee_wallet = fee_wallet;

c.fee_bps = fee_bps;

c.paused = paused;

Root Cause

The successor does not sign or accept the transfer, and no pending-administrator state exists. A current
administrator can therefore accidentally install an address that cannot authorize future instructions, such as
Pubkey: :default() . The same call can set paused = true , leaving a configuration that nobody can
subsequently unpause through set config .

Impact

An erroneous authority rotation can permanently remove configuration control. If the protocol is paused, new
orders and settlements remain unavailable; otherwise, operations can continue only under the frozen
configuration. Existing owners retain cancellation access. This is an administrator-error hazard rather than an
unprivileged takeover.
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